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Russian English Russlan English Russian Englicsh
sin sin sh sinh arc sh sinh”
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tg tan th tanh arc th tann °

ctg cot cth coth arc cth coth”

sec sec sch sech arc sch sech_i

cosec cse ¢sch ¢sch arc c¢sch esch

Russian English

rot curl
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DEFENSE OF RADIO-ELECTRONIC ECUIPMENT!

! Major General of the Communicaticn Forc2s, V. Grankin. ¢

FOOTNOTE !, Based on materials ¢f the foreign press. ENDFOCTNOTE.

Page 88,

The defensz of the radic-2lactronic mecans/facilities, used in

the trocp command and control systems and ¢f weaponry, the military

foreign press are called the inpcrtant composite/compound component

part of electronic warfare. They consider that the existing methods

cf the suppressicn ¢f the wcrk cf these means/facilities by
jammings/interfererces, ard alsc the possibility of damage/defeat by
artillery and especially by the rcckets/missiles of homing
jeopardized their use without th2 use/application of protective

measures,

As assuma/sct foreign military specialists, tha defenso of
radic-electronic means/facilities from the jammings/interferencss ard

tho disinformation is achieved Lty ccnducting the series/row of the

4 ¢
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organizational and tactical measures which are develop2d/processed by
headquartecrcs, which organize and which plan/glide the combat
employnent of radio-electrcnic ueans/faciiities. and the measures of
technical ones, realized by sgecialists,, who operate these
means/facilitics, :

The fundamental orgarizaticnal and tactical measuras of the
defense of radic-elaectrcnic means/facilities from
reccnnaissance/intelligence and jammings/interferences of enenmy
considar supervisiorn for the wcrk of their radio-electronic
constructiors, struggle with radio- and alectronic recornaissance c£
enamy, annihilatien of the jamming transmitters and their carriers,
incraase qualifications and physical fitness of the operatcrs cf

radio- radars in the work under ccnditions of radio interference.

Supervision of the work cf its radio-electronic means/facilities
includes intercéption and analysis of their §ignals. Thase data wake
it possible for commander %c reveal/detesct violations in the
transmissions, to find the scurces of the escape of information and
to take thc appropriate measures for the eliminatiorn of
deficiencies/lacks in camcuflage of the work of their
radio-electronic means/facilities., Supervision is recommended ¢o
organize in all units and large units/formations with any means cf

combhat oéerations. Especially careful it must be in the periods cf
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limitation or complete prchititicn ¢f the work of radio-electrcaic

means/facilitics or transmission.

Struggles with radio- ané electron?c r~ccnrnaissance of eneay it
is conducted always, in tha peaceful .and wartime, in all means of
combat operations. As emphasizes one of the authors of the
log/journal of the FRG "Trufppengraxis", the fundamental methods of
this struggle consist in the limitation of the radiations/emissicrs
of electromagnetic energy tc the side of the enemy, in the
prohibition of the work of racic-electrcnic means/facilities on
transmission to individual phases of combat and in shortening cf the

duratior of working perfcrmarces.
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Fig. 1. The arrangement/pcsiticr of radio s=t taking into account the
screaninrg effect of the terrain: 1 - staticn of radio intercepticn; 2
- shielding elevation; 3 - radic set; 4 - antonna; S - countarw=ight.

Key: (1)« Enemy.

Page 89,

For limiting the radiaticns/cmissions to the side of enemy
headquarters accommodate their radio-electronic means/facilities
under the cover of groves, elevations or any large/coarse ground

featuras, which are screen for tha electroragnetic energy (Fig. 1).

3 In particularly critical cases ~ with the troop regroupings, |
3 : preparation for offensive and in the defenss, and also when the

control car be provided by cther means/facilities, the work of

{
3
.
|
|
i
3
4

radio-electronic constructions tc the specific time is limited or is
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forbidd2n,

Shortening the duraticn c¢f werking pé;formance is achieved by
the decreasc of sizes c¢f radic messages, by the compactness of radio
signals, by &n increase in tle speed-of transmission, and in the
radiolocation - by short-term inclusicn/connection of stations for
the survey/coverage of terrestrial (water) surface or airspace. In
this cas2 it shculd be rememkterzd: the less the time vwork the
radio-electronic means/facilities, the more difficult to

reconnaissance/intelligence tc reveal/detect thenm.

The annihilation of the jamming transmitters and their carriers
- most reliable, as consider fcr2ign specialists, safety methed,
sinca ir this case completely thay are rendered inoperable of the

radio-jamming equipment and sexrvice personnel.

Jamming transmitters, as a rule, have largs radiatzd powers;
therefore radio- and electrcnic reccnnaissance can comparatively
rapidly establish/irstall their lccation. As the most effective
veapon cf destruction surfaces/grcund army jamming transmitter which
are usually placed in the autcmckiles, is considered aviation, and
the transmitters, adjustad ¢n the aircraft, aviaticn and
surface-to-air missiles. Over tke long term for this purpose it is

proposed to employ rockets/missiles with tha homing heads.

PR
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Incrzase qualifications 2nd physical fitness of operators urder

.
-

conditions of jammings/interfererces play important roles in a
question of the defense of racdic-electronic means/facilities, As it

was connunicated in the pressyprinting of tha USA, the operaters of

{ radio- and radars, whc have high qualification and larg2> experiment,
‘ rapidly is defined the type c¢f jammings/intsrferences and they drive
! out/select technical safety methkcds from them. Under conditions cf )
i comparatively strong jammingS/interferences‘the aged radio operators
‘é accept texts) radio messages almcst without the distortions, whareas
the radio cperaters of the lcuwast qualification and little aged -

only half of text cr do no%t acczpt completely.

It is emplhasized that the well prepared radar cperator by the
& adjustment of receiving and display units can d2tect the echo frcm
»'g the targat signal cven under ccnditicns of strong

jammings/interferencas.,

Py

In connection with this it should be thoroughly to prepare the

il

operators of radio- and radars, continuously raised their

qualification and especially parsistently trained/aged in tha work

R Tl T g

under conditions of the various kinds of jammings/intarferences. In 4

this case it is noted that the decisions/sclutions of operators will

- B A B 1 ¥ I Il ol w5 W R - T ———
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now and then be detorminirg in thke rrovisicn of a normal opcraticn of

the radio~-electronic ones of the normal work of radio-electronic

means/facilities,

To the techrnical protective measu:;s of radio=-c lectronic
maans/facilitics from the radio intclligence and the
janmings/interferences carry selection and armament of places for
operation of stations in the areas indicated, the uses/application of
antennas of dirsctioral radiaticn, mareuvering by the power of
transmitters, shortening the rericds of their tuning and conduct by
tha operators of officizl negctiations, a strict observance by thenm
of rules/handspikes of radic traffic, the simultaneous shift/reliaf

1 of working frequencies and nughbers, brightnsss control and definition

of the image of target cn the screens of radars.
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Fig. 2. Dispositior of radar cf artillery reconraissance/intelligerce
taking into account shielding prcperties of terrain: 1 - statien of
electronic rrconneissanca of ensmy; 2 - shielding elevation:; 3 -

artillsry radar; 4 - £1light path of shell.

Page 90.

Places for the radio-electrcnic means/facilities foreign
specialists considcr necessary tc drive out/select taking into
account the screzenirg effect of terrain, in ord-r to weaken/attenuate
or to exclude the disseminaticn cf energy to the side of the enenmy.
Radars, in their cpinion, shculd be accommodated in such a way, that
it would be possible to ccnduct reccnnaissance/intelligence in the
strictly assigned sectcr/arc, rct radiating energy in other
directions (Fig. 2). In this case their search/scanning will be

hind»red/hampared, since antenna radiations on the lateral and rear

.
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lobes/lugs reconnaissancazintelligence will not be able to

reveal/datect,

Onc should also vcvershade"™ some.ar=as by the installation of
radar after the elevaticns, the Ltuildings, the bushes. In this case
th~ station irradiates the reccrncitered area, but not "does
brightan®" t:rrair berycnd its limits (Fig. 3). Both in the first and
in the second case radar can te detscted only in the irradiated
sactor/arc, and if sectecry/arc is narrow, then it cannot be
intersected by reconnaissance stations and suppress=d by

jammings/interferences €rcm th2 adjacent sactors/arcs.

If the mcthods indicat2d dc not give positive results, it is
necessary to rapidly changz fc¢siticn. Removal/distance eaven less than
a hundred meters from the previcus glace can te sufficient in crder
to lower the effectivencss cf jammings/interfer:zncecs, In this case
first is establishcd/installeé tle directicn of the entrarnce of
jammings/interferences, and then thay driv2 out/select position so
that between the source of jarmings/intaerferenccs and the radar

equipment would be loca*:d any shieldiny olstacle.

By the use/applicaticn cof directional antennas it is possible to
emit energy in the necessary dirsction and to limit its dissemination

to the side c¢f the ernemy, impedirg tc it thereby ccnduct radic-ard
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electronic reconnaissance and the creation of jammings/interferences.

the directicrnal arntcennas it is possible to also weaken/atternuatc

By
tha effect of jamming/interference by chaiging the directicr of tha ;

reception of us=2ful signal.

By effcctive measure is ccensidered also maneuvering the power of
radio transmittirs. In the cacse when th: troops/fcrces cornduct ccmbat
oparations by compact grouping and the enemy of !
jammings/interferernces does nct create, conrection/communication is
recommerded to realize at the maximally low power of radio
transmitters, Buit if enemy creataes jammings/interferencss, radiated
power they increase in order tc¢ cbtain the strength of the field of
useful sigral higher than jamring/interference. Fregusntly this

safety m2thed in cembination with the usa/application of directicrnal

antennas is considered as the rmcst effectivs,

e
I Sl

By shortening the time cf transmitter tuning and conduct of

official negotiaticns operatcrs is intended to hindqr/hampe: the !
activity of radio intelligance, since in this case become complicatzd
the conditions of the identificaticn of radio szts, determination of
the identification of radic sets, determination of the

1
identity/accesscry cquipment ¢f radic n~ts, the intercepticn of B

negotiations and directicn firdirg,

et e

RS 3
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In connection with this it is proposed to externsively use timely

trarsmittar turing without the radiation/«wission cf energy (tc the

dummy artennes), as far as fpcssiktle by several working frequencies.
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A / g ﬁffﬂ;‘

Fig. 3., Operation cf radar cf reconnaissanca/inteiligence of the
ground targets in the narrcw sectersarc: 1 - radar; 2 - sectorsarc of
survzy/coverage; 3 - station cf electronic reconnaissance c¢f tha

enzmy.
Page 91,

A strict observance ¢f rulesyzhandspikes of radio communication
is considered as the best safety method frcm the radio intelligence,
sinca in this case is achieved tte uniformity of exchange and

cfficial negotiations,

The overheard official regctiations of radio cperator-opsraters,
especially their repeated calls and the proposition of radio messages

together with the individual "identificaticn signs/criteria" are the
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most important scurc2 of the identificaticn of identity/acczsscry
equipmant with radio communicaticn. By =2specially valuable "findings"
for the radio-scout are the varicus kinds‘cf th2 violation of the
rules/handspikes of radio traffic, the coxtraneous conversations c¢f
the radio operators, the arbitrary inclusicns of radio sets at the
improper time and the tranmsmissicn clear. Via interception and
directicn finding rﬁdio intelligance accunmulates violations ang,
after establishirng place and thke catagory cf headquarters, obtain the

information about the situaticr and the int2ntions of command

€lenz=nt.

Tha simultaneous shift/relief of working frequencies and nurchers
allows, as assume/set foreign specialists, for some time "to depart"”

from the radio intelligence and to avoid jammings/interferences. This

n

method raquira2s the trained stat2 of the radic operators arnd
coordination to their werk, since carelessness and errors in the time
give the possibility tc-enemy tc identify the appropriate radio sets
already at the new frequorcias, to follow them and to supprass by

jammings/interferences,

By brightnsss control ané ccntrast of the image of target on the
screxns of radars in mary irstances it is rpossible tc isolate the

reflzctod pulsr amorng thn jamrings/interferances. According to the

communicatior/rzport of the log,/journal of "alectronics ncws", this
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is achieved by the blackout cf screen with the simultareous tuning of
image brighiness of th2 r.chc sigral. Scmetimss sufpfress
jammings/irterfererces by the turning of li&iter and heterodyre, Lut
only in such a caseg, wken jasmming frequ;ncy does not coincide

precisely with the freguency c¢f tseful signal.

0f the operators th=2y require sc¢ that upen the appcarance of
jammings/intetfsrénces they wculd utilize all possibilities for
continuirg the work. On the facts of th: suppressicn of
conrection/communicaticn by jarrings/interferences it is forbidden to
comnunicate opened so that the enemy could not explain the degree of

the offectiveness of the crzated by it jammings/interfererncas.

Defensa from the disinformaticn provides for the constant
vigilance of the commanders, staff officers and operators, their
ability to usa the framing of the passwords of the ccmmanders and
radio sets, timely reports cf the texts, accepted from the suspicicus
stations, transmission to these radioc s2ts of pilot signals and dummy

information,

They assumz that the disirfcrmation on the radio can appear cnly
in those radio nets which the radio int2lligence of the ernemy
thoroughly {cllows prolongzd time, it knows well the mode cf their

oparation, ard also th? individual signs/critaria of radio

" S i, S ecadiinacta’ .t
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operator-op=ratcrs, As the 7specially favorabla mcments/terques for

tha disinfermation are considered stressed phases ¢f combat when the
attenticn of the cfficers and racic ope:akors is removed/abstracted
by the develop."le events, ard also when audibility of one of the
stations 0f ret/system pocr o1 entirély it disappears (radio set

malfunctioned cr it is meved).

To radio operators order tc be espzcially careful during the
setting connecticrs/commuricaticns, upon th=s appearance in the
ret/system of ihe new ccrrespcndents and upon the shift/relief of

working frequencies and numtars,

The sense ¢f the disinfcrration of radar reccnraissance of the
enemy consists of the creaticn ¢n the tarrain and of the airspace of
tha serjes/row of cornfusing reflucters from which the marks on the ;
screens in form and brightness are equal tc marks from the actual i
targ2t. This is introduced radéar operator into the fallacy relative

to presence and the locaticns ¢f true target.

The disinformation of radars of reconnaissanceszintelligencz of
the ground targzts is achiaved Ly installaticn ¢to the terrain and the
transfers of the angle reflectcrs and re-reflectors, vhile that cf

the stations of reconnaiscsancesintelligence of the aerial targets -

by dropping frem the aircraft of artificial deflectors in the form of
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the metallized deflectors in the fcrm of the netal foils and dipcles

from the fiberglass, and also cther objeccts/subjects, which imitsete

aircraft and rockets/missiles,

As the best defense from all forms of disinformation is

considered the constant vigilance of the officers and operators.

Rockets/missiles the homing devices consider the weaponry, which
possesses the sufficiently hich kill probability of radars. Defense
from thfm is prcvided for by arnihilatjon ty fighter aviation and by
complexes of the AA guided missiles of carrier aircraft to the
launching/starting'by ther antiradar missilzs and by annihilation of
rock2ts/missiles themselves in £light, They‘recommend to apply also
short-term disconnecticns and shift/relief of the working frequerncies

of radars.

Page 92.

With the disconrecticn of the transmitter c¢f station on several
seconds (after rocket launching by aircraft) the rocket/missile loses

orientation and does nct strike into the station.

As it is emphasized in the foreign press, for

retaining/presaerving/maintaining the staticn it is important to
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arrange/locate it in the cover cr b2twaan the slopes of

heights/altitudas, Hcming missila du2 to th- recepticn/method of
repulsinrgs from the grcund f£catures of thr'unit of the cmitted by
radar enargy is deflect>d and it falls at c:srtain removal/distance
from the station, without having depgsi;ed on it damage, However,
covers of the simplest typs protect the vulnsrable units cf the

station, mixed in the ccmpartrert.

In all cases the prcblem cf th: dafense of radic~electronic
means/fecilities should be solved concretaly/spscifically/actually,

creatively so that the enemy is nct the smcg to be adapted, to

rapidly develop and to use the new mothods cf attack.







